P U l_ S E (Corporate Laptozu:;tehs:;:::eclllise:t;
SECURE
LOGIN

1. You will need to create a new connection in the client. 2. Set the Connection name to “NKF Secure Connection,’
In the Pulse client, click on the “+" symbol to create a and the Server URL to “pulse.ngkf.com”
new connection.

o< 0
S Pulse Secure e
Policy Secure (UAC) or Connect Secure (VPN)
File Help
Name:

NKF Secure Connection
Server URL:

‘ » ra-emea2.cfinfrastructure.... —_—
| connect | pulse.ngkf.com

Disconnected
LCOnnect J L Save l L CancelJ

3.Log in using the new connection. Once you click “connect,’ you will

be prompted on your mobile phone via SMS, phone call, or mobile
J app (depending on how you set it up), to approve the login. Once
l} approved you will be signed in as normal.

@ 2010-2015 by Pulse Secure, LLC
All rights reserved - Close

:

*If your laptop requires a Windows Update or Antivirus Scan, PULSE SECURE will let you know via a pop-up window.
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TROUBLESHOOTING:

If you have not signed on to Pulse in a while (Multifactor Authentication may have “forgotten” you) or
have not enabled the Multifactor Authentication, please see the below instructions and attempt prior to
contacting the Help Desk.

This is the error you will receive is below:

5 Pulse Secure

onnect to: NKF Secure

ﬂ Your connection has faied

) Connection Error

Authentication rejected by zerver. (Emor1319)

Try the operation again. If the problem persists, conact your
natwork administrator

o) e

Take these steps to attempt to fix the issue:

1. login to our authenticator through their online portal at the following link:
https://mfa.ngkf.com/multifactorauth/ - Your username will be your email address and
password is your regular computer login.

2. The portal will send you an authentication code by whatever means you have set up (I
personally get a text message), simply enter the code into the web browser and the
authenticator “remembers” your credentials.
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Using Connect.NGKF.com

Accessing your Windows PC Remotely
(MAC Users Needing to Remote to their Windows PC Directions are at the end)

1. Open up Internet Explorer (if you are using windows 10, Microsoft Edge will not work) and go to
Connect.ngfk.com.

2. YOU MUST have Microsoft Authenticator set up on your phone and your MFA for
Pulse/Connect.NGKF.com prior to connecting. (Please see separate documention for those
instructions. File is named “mfa-setup-guide.pdf”)

3. Signin and select your “Realm” or Domain. (MOST WILL BE ON NGAD)

&'[ 2 connect.ngkf.com/
WView Favorites Tools Help

Eﬁ - - [ = v Pagev Safetyw

K: Newmark Grubb
Knight Frank

Welcome to the Newma

Realm NGAD v

i
m

4. Select the add Terminal Services icon

- Id not retrieve your user record. Click Kefresh to try agam. Kefresn

Welcome to the BGC/ Cantor Secure Access Portal, gbe\1 . You last signed in on Fri, 29-Jan-2016 19:05:11 GMT from 148.106.4.240

web Bookmarks |
E NGKF Outlook Web Access
& NKFNAVIGATOR

[ CORPORATE E-TIME

f& TIM/coMPS

[E CORPORATE ROLODEX

[#] BROKER EXPIRENCES

[& Avaya MRI
& ClientNet

Intranst

Genie - NGAD

@ What is My computer?

List the computers you are currently logged in or have been logged in.

7 CIREEEE
- .

‘ | Launch |Remote Deskiop Session to Hostname or 1P (eg: test.device.net or 192.168.2.3)

You don't have any terminal sessions.
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4. Select your session type as Windows Terminal Services as well as type a Bookmark Name to use as a
shortcut.

% } Add Terminal Services Session

@ Warning

Could not retrieve your user record. Any changes made may not merge properly when the record is retrieved.

Session Type: |Wind0ws Terminal Services V|

Bookmark Name: |Seth"5 PC| X |

Description:

5. Input your Hostname under “Host/Computer Name” and change the “Color Depth” to 32bit True Color
You can obtain your Host/Computer Name by going to PC and right-click to access Properties.

* Host: [125-INF-00000

Screen Size: Full Screen s

Color Depth: [ 32-bit (True Color) V|

6. Select “Connect local printers” and “Use Multiple Monitors”

P /
| Conmect Devices: ||| J/

D Connect local printers

D Allowr Clipboard Sharing

Mote: Due to limitations in Windows Terming#Services prior to RDP 6.0, disabling the clipboard will disable all local devices

[ ] connect sound devices: | BripgSound to local computer

D Use Multiple Monitors
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7. Select “Add” to save your settings.

> J—
Could not retrieve your user record. Any changes made may not merge properly when the record is retrieved.

= host: [125-INF-00000 |

it S—
Screen Size: Full Screen ~

Color Depth: [32-bit (True Color) ~v|

Authentication:

Usernamea: | |UEE"EVE or <USER> for IVE session usemame

S |

Start Application:

[JLaunch seamless window
[MOTE: Seamisss window check box applicsbie anly for servers running Windows 2008 and later]

path to application: | |

wWorking directory: | |

[ connect sound devices: [ Bring sound to lacal computer ~]

Display Settings:—H]

Add Terminal Services Session?

* indicates required field

8. Click on the Bookmark Name Hyperlink to gain access to your Windows PC

Terminal Secsions ‘ =gV

Launch | Remote Desktop Sessionto Hestname or 1P (eg: testdevice.nt o 192.168.2.)

B satisc =1

Synchronizing User Terminal Sessions...
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9. It will prompt you to install essential software. Select “Always”

Please wait...

Launching Terminal Services Session. This may take from a few seconds to a couple of minutes, depending on your bandwidth.

x|

Setup Control - Warning

Do you wart to download, install, and/or execute software from the
following server?
Product Neme: Juniper Terminal Services Client

Software Nme: neoTermServSetup.exe

Server Name: sal.cfinfrastructure.com

Copyright & 20 Aways Yes | No |

10. Login as you normally would to your PC.

VG-LEA-211768D

T
| Passwora ] ?

Log on to: NGAD
How do I log on to another domain?

[ Switch User '

11. You are now connected to your PC.

NEWMARK




For MAC users Using their Personal Machine

To Remote to their Windows PC at Work

Steps 1 — 3 are the same as above

4. Go to the HTML5 Access Sessions Section

& NKF Outlook Web Access
ﬁ BROKCR CXPIRCNCES

d& what Is My computer?
List tha camputars you ane currantly lagged i ar have hean logged in.

a a3

& CORPORATE ROLODEX

[ CORPORATE E-TIME

& nm/comes

& avaya MR

k Data EXch (NEDx)
& contacts

{2 NGKE 0365 Web Access

Finsys QA

Oracle

& office services Request 125

Do n6aann

]

| [ Launch | Hamats Dasktan Sesmion ta Hostrame or 19 (80: test.device.nat or 192.160.2.3)

B rur's werk pC =1
B work eC vla 1P =1
H rulse Secure
HTHLS Access Sessions

|| Launch | famete Dasktap Sassion ta Hostrama o 19 (ag: tast.dbvics.nat or 192.160.2.3)
B chris Work PC Q=1

5. Click on the “Add HTML5 Access Session”- You will see the screen below

ﬁ Add HTML5 Access Session

Sm==izn Typ=: HTMLS RDP bookmark s

Beckmark Nam=:® | |

Description:

Host:® |

[Msplay options

[] Op=n bookmark in & new windaw
[[] D@ not disglay the Web rowsar's URL 20dress bar
[[] D@ not display the W=b browssr's menu and the talbar

Authentication - Single Sign On

Possuors: I

Color Depth: 24-bit | mumber or oits to maicate colar
Width: D
Hemight:

DPI:
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6. Select your session type as HTML5 RDP Bookmark as well as type a Bookmark Name to use as a

shortcut. (Example — Your Name Work PC) /

!! Add HTMLS Access Session

Session Type: | HTMLS RDP bookmark

Bookmark Name:* |

Description:

Fost:® N U S O
| -, [ ————

N

7. Input your Hostname under “Host/Computer Name” and change the “Color Depth” to 32bit True Color
You can obtain your Host/Computer Name by going to PC and right-click to access Properties.

8. Check off “Enable Printing”

9. Under Encryption, select “TLS encryption”

/ \
\

/
| Resource oations_[| |4 \

[ pisabie sudic

D Enable Printing

[ oitier Satting || \
Kamybosrd Layout: |English (U3S) keyboard e
Encryplion: B fpC '

Remotz Program Options |||

Start program on connection:

Remple App:

| |
| |
Remple App Dir: | |
| |

Remote App Args:

Add HTMLS Access Session? ||

* Indicat=s reguired Field

10. Click “Add” to save your settings.

11. Click on the Bookmark Name Hyperlink to gain access to your Windows PC
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MULTI-FACTOR
AUTHENTICATION
APP INSTALLATION

1. Install Microsoft Authenticator app from Apple App Store 0 3 2N @Y 60% 8 12:50 PM
or Google Play store

Y

From the app store search for “Microsoft Authenticator” € authenticator

NOTE: Do not select Google Authenticator ;
Google Authenticator

Google LLC

43 % FREE
o AT&T LTE 12:44 PM 103 mm

Microsoft Authenticator

Q. microsoft authenticator Microsoft Corporation

4.0# FREE

Blizzard Authenticator
Blizzard Entertainment, Inc.

= Microsoft Authentica...
Productivity OPEN
%ok ko

4.5% FREE

156145 Authenticator Plus

Mufri

4.7~ $2.99

LastPass Authenticator
LogMeln, Inc

42 FREE

Authy 2-Factor Authentication

APPLE IPHONE APP STORE —

43> FREE

FreeOTP Authenticator
Red Hat

46« FREE

IEQO0OOHEHLe

Sonhns Authenticator

=

0

L

ANDROID PLAY STORE

Once app is installed on your smart device, proceed to
the next section
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LOG IN

2.1n a web browser on PC, go to
HTTPS://mfa.ngkf.com/multifactorauth

3.Log in to the website with your Newmark User ID and Password and press Enter

P~ & C [ HP BladeSyst... & Use the Syste

e £ nttps://mfa ngkf.com/multifactorauth
Language: | en EEh

x ®RConvert + FHiSelect

Multi-Factor Authentication User Log In

Username
I |

Password

Verzon 710
Vicrosoft. AN righas reserved

I

Log In

NEWMARK
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FIRST VISIT TO THE SITE CHANGING OLD MFA SETUP

4. If this is the first time you are logging in to the site, you 4.1f you already have Multi-Factor Authentication set up on
will be presented with the Multi-Factor Authentication your mobile device, the page will prompt you for a 6-digit MFA
User Setup Code that would be texted to the device. (If Authenticator app

is your default method, select “Approve.”)
5. Select your Method of setup from the dropdown

Note: The default is “Mobile APP”

One-Time Passcode —

Qe Teme Pajscoce

Multi-Factor Authentication User Setup @ [Aumecncata ][ Cance |

Enter the 6-digit MFA Code from your smart device on the
(155 web site and click the Authenticate button

A1 i

WACTDNGR AENSADr 8T O YOI TRane CICK the CUTS= & Gerer e n BCIVOUGN
[ Gonseaie Actvation Code || Cancel

5.Under My Account, select “Change Method”

Proceed to Step 6 on next page Welcome

a ui Account D

Changre e

Choose “Mobile App” if it is showing “Text Message”
Click Save

My Account e Met .. .=
Jolg s bt et ot | N
8% My Account
[ Save
Under My Account, select “Activate Mobile App”
Select Generate Activation Code button
My Account: Activaie Mobite Apy e@e
gk
éas My Awount
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MOBILE MOBILE

APP SETUP APP SETUP

6. Click on the Generate Activation Code button 9. Select “Work or school account”
o AT&T LIE 1.08 PM 4 9% mm
< Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?

L]
= Personal account

25701

=- Work or school account

e m Other (Google, Facebook, etc.)

7.0n your smart device, open the Microsoft
Authenticator app

8. Click on the “+” button in the upper right corner

107 PM

Accounts

|211 354 " |

Q -
e
417 616~

() = v

Q =1 b
= —_1TJ
781 746"~

O

s
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MOBILE
APP SETUP

10. Once the QR scanning screen opens, scan the QR code
generated in your browser (you may have to grant
authenticator app access to your camera)

il AT&T LTE 1:08 PM
¢ Back Scan QR code

Your account provider will display a QR code

Or enter code manually

NEWMARK

MOBILE
APP SETUP

11. The app should return to the main screen and list
the new NKF-MFA account

ull ATET LTE 1:08 PM

Accounts

029 412 ¢

611 671C

Q — v
S—
327 334 ¢

NKF-MFA N
MFATest@ngkf.com




12. Back in the web browser, click on Authenticate Me Now
to continue the setup process

Multi-Factor Authentication User Setup

e e ey ot G ol URL woen pramysnd by e o asp. The achvstoe code enpees o 10
s, Vou may GETR 8 S GO0 0 4y vt

Achanon Cose

793237813

£

Ganecate New Acheation Code |

2o mcteation o comprete, ou

13. A notification should appear on your smart device

) AUTHENTICATOR now
Verify your identity for MFATest@ngkf.com.

14. Click on the notification or open the Microsoft Authenticator app

15. A pop up should open in the app asking to approve the sign-in
Click Approve

1:08 PM

Approve sign-in?
NKF-MFA
MFATest@ngkf.com

Deny Approve

NEWMARK

16. The web site will continue to the Security Questions Screen.
Answer four (4) questions of your choice and click continue.

O

x Rcooven v @ seect

£ R [P miisyn B UietheSyt

Security Questions =3

e (N30M MY QUESTANS WA Smehs DERSTE AV

carw yns ety e

Qestion |
[What was yoar Ngh schaed mascor? i
Aryawr

than

Quetion 2

<

VA wis yocar vl pad s nase
Answer
)= = z
Cuestion 3

[V/at s your favorite movie? v
Arrsare:

fores Gy

Cueniion ¢

[Vl was yoor favoriv twachers name? N
Bamwer

| Conbaue || Casm

17. Your registration is now complete. You will be now be at the
Welcome screen that contains useful FAQs and link to change
your account.

M og n

Welcome

Wt s 11 e e b irmes e i & e !



Pulse Secure Users

PULSE Coorte o Pl
SECURE

LOG IN

2. Set the Connection name to “NKF Secure Connection,’

1. You will need to create a new connection in the client.
and the Server URL to “pulse.ngkf.com”

In the Pulse client, click on the “+” symbol to create a
new connection.

i 05 0
8 PulseSecure ne
Policy Secure {LUAC) or Connect Secure (VPN)
File Help
Name:

INKF Secure Connection
Server URL:

"} ra-emea2.cfinfrastructure.... -
| Connect pulse.ngkf.com

Disconnected
LCOnnect J L Save I L Cancel J

3.Log in using the new connection. Once you click “connect,” you will
be prompted on your mobile phone via SMS, phone call, or mobile
o app (depending on how you set it up), to approve the login. Once

h approved you will be signed in as normal.
@ 2010-2015 by Pulse Secure, LLC I
All rights reserved o Close

*If your laptop requires a Windows Update or Antivirus Scan, PULSE SECURE will let you know via a pop-up window.
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CONNECT.NGKF.COM
USERS

LOG IN

1. When you select the Realm dropdown on the sign-in page, you will see the options for MFA for NGAD and Newmarkre domains.
Select the MFA realm for your domain, and enter your credentials as normal.

P9 == Newmark
4 == Knight Frank

Welcome to the Newmark Knight Frank Corporate Secure Access Portal

Username Warning! This system together with its contents and components (collectiv
information of Newmark Knight Frank and its and their affiliates from time

Password Firm’s authorized personnel for conducting the Firm’s business. Unauthoriz
Realm Newmark v continuing to use this System after receiving this warning, you confirm thz
(ii) are and will be using this System solely for conducting the Firm'’s busir

NGAD Firm. Your use of this System (including, without limitation, transmission ¢

T e TP (7 or recorded. Where monitoring of the System reveals evidence of suspecte
NGAD-Azure-MFA evidence may be provided to the law enforcement officials and used to the

the System may result in disciplinary action (including, without limitation,
termination of employment with the Firm) and/or legal prosecution.

2. 0nce you click sign in, you will be prompted on your mobile phone via SMS, phone call, or mobile app (depending on how you set it up),
to approve the login. Once approved you will be signed in as normal.
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